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Btw. English ?

. simply because * of good sec matertial,
ano new sec research ts itn English ...

* but ofc you can find top security research in other lang as well,
Chinese, French a Russian as notable examples!



program

Computer programming (often shortened to
programming) 1S a process that leads from an
orlgarnal fewmulation ‘OF a eomputingipioblien o
executable computer programs.

The purpose of programming 1s“E0R L 1nd a

performing a specliic task or solwing & given
problem

http://en.wikipedia.org/wiki/Computer_programming



NAaAcrEr

Hacker Aterm}, 1s —seerm tsed 1n calftieing tlhat
can describe several types of persons

1. Hacker (computer security) someone who seeks
and explolts weaknesses 1n a computer system or
computer network
2. Hacker (hobbyist), who makes innovative
customlzations ofr*comblinations @©Ff ¥feial ]
electronic and computer equipment

3. Hacker (programmer subculture),

http://en.wikipedia.org/wiki/Hacker



viulneravili t

In computer seclrify, 4 vUulnerabil Bev: 1s g
weakness which allows an attacker to reduce a
system's information assurance. Vulnerability

1s the 1ntersection of three elements: a system
susceptibility or flaw, attacker access to the
flaw, and attacker capability to exploit the
flaw.[1l] To expl@it 'a vulnerabigdiing on
attacker must have at least one applicable tool
or technique ‘thati@an connect L@ s icicm
weakness. In this frame, vulnerability 1s also
known as the

http://en.wikipedia.org/wiki/Vulnerability (computing)



Mpla[mtwn

An exploil "from Lhie Fnglish verh gEimexploil;
meaning "using something to one’s own
advantage") as a piece of software, a chunk of
data, or a sequence of commands that takes
advantage of a bug or vulanerabilits @#n order to
CalugEe EO
oCccur on computer software, hardware, or
something electronic (usually computerized).
Such behavior frequently 1ncludes things like
galning control of a computer system, allowling
privilege escalation, or a denial-of-service
Bk

http://en.wikipedia.org/wiki/Exploit_(computer_security)



ex/oloitatiom,

ATTACKER

specialized software

user aplication
(browser, chat, ...)
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Exploitation -
2L guls

o Hunt vulnerabilities

o Write fuzzers, checkers, support tools ...

o Use odays for thelr own reasons, cyjber , Spying..
o lnvent/ copy methooologies

o hole in protection mechanism for attack!

s Do oday business with

o Keep their research



Exploitation -
good guys

o Hunt vulnerabilities
o Write fuzzers, checkers, support tools ...
o to vewdors § on fix
o lnvent new methodologies
s To uncover weakwness of current protection mechanism
o ow effective wmitigations

o research with community for faster improvement



leeg round

... Program, coole, reverse engiineering ...



Programing ?

* Program. :
Transformation of question /
task to math-logic problem

* Coole :
Swmwart caleulator based on
sequences of and writes

* Performance
how smart you build logic of
your calculator




/
coding
o Understand bastes
s Arrays, conditions, Loops
o Choose language
o | recommend : C++ / PYthon / Go
o Learn algorithms

o B’margl trees, hash-tables, string search, divide §
conquer, dijkstra, ...

s Performance § Memory aompLex’Ltw, O (notation)



CODE : Bubble
Sort ?

swap(
'.ﬂ.'a,
* b
)
{
temp = *a
*3 = *p;
*b = temp
}
bubble(
* arr,
len
)
{ § w
1=0U, ] =0U;
(iL=1en - ; 1 !=-; 1i--)
(3 =753 =1- 1; j+)
(arr[i] < arr[i])
swap(arr + i, arr + j);
}
main()
{

bubble(a, );

http://www.vim.org/



Reversing (RE)

s Understand memory § cpu
s How are data stored
o lnstructions — assembler
s XE&o, arm
o Understand “program->compiler->assembly”
o Variables
o Fuwnctions

» Loops § calls



RE : Bubble sort ?

https://inguma.eu/projects/bokken http://www.radare.org/r/



5002@N39H

You were right: There's a needle in this haystack...

.. olLal You spot something ? ...



VULNERABILITY
Bubble sort !

AS numbers can represent
void numbers, they lose a
bubble( range of positive numbers that
unsigned long long* arr, 1 g 5 e
unsigned char len Can only MEEameprescnted Wit
A unsigned numbers of the same size
{ . .
char i = len - 1: i 1= -1; i--) (1n "‘bits) @ roughiy half
or (char 3 =@; j !=1i - 1; j++) the possible values are non-

if (arr[i] < arr[j])
swap(arr + 1, arr + j);

posliLive valiiessleo *T an S8-bit
1s signed, positive unsigned
values 128 to 255 are gone while
=128 Lozl farciiprescnt) .
Unsigned varilables can dedicate
all the possible values to the
positive number range.

https://www.visualstudio.com/
en-us/products/visual-studio-community-vs.aspx



EXPLOITATION
Buoble sort !

lrli-'a.-\.l
DUDE |-| (:'l:.

i."."lf.‘-'.‘ff.‘ long Long® arr

unsianed
Wiis Lyincls |

)
{

(char i=1en - 1; i 1= -1; i--)
(char j =8; j!=1-1; j++)
(arr[i] < arr[j])
swaplarr + 1, arr + j);

I._I'I._II._II-I-LILIII._._ £L1L-
m.main &
a- push rbp
a4+ rbp = rsp
16+ 1ech0@50. rsp -= 0x5b@
488dbs6afaf. rsi [rbp-8x5a0]
bsooeoono eax = 0Ox0
bab400006E edx =
48897 rdi = rsi
48809d1 rcx = rdx
F348ah rep stnsq
488dasenfaf. rax = [rbp-0x5a0]
y bebdnaoane esi = Oxb4
0400654 4889c7 rdi = rax
000400657 call fcn. 80400568
fcn.ee400560 (unk) ; sym.bubble

Dx0040065¢ c7855cfafff. dword [rbp-0x5a4]

T —
T

>l

AFF.E'-I (buf_ptr)

= Ox0 <::r___"""""_""""""""'—————————————————"————




How to Start

... tools, oompeti,tiows
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HMM™



(DE (+ plugins!)
programming environment

* Visuwal Studio 20132
(community edition)

e Sublime




* boklken

* ogob (Llab)

REVERSE ENGENEERING

* windbg 101

The GNU Project
Debugger



Virtual machine + emulators

° Virtual Box

%
¥

X\

e Rochsol
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NTFE - COMPETITION.
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iy

PRESS START
To Continue

Final words

... advices, references ...



now to progress

o Self - learning
o For ever and ever best approach

o DO SPORT™

o Keep balanced badg and mind

» essential for creative tdeas ;)

o Push110% to everything in your life (Learning, sport,
work, stuolg, 5y



i3 #whoami

@zerOmem

* peter Hlavaty - @zeromem
* gJH (2004-2008) —
* Mattyz (20082-2010) f :
* ESET (R010-2014)

A (2014~ )

* conferences (...)

o Feel free to ContneT me
* Lectures ..)

o L will try to help

* Pwin Bvents (,,. 1
Pwin Bvents (...) (with some delay +- :)



References - tools

editor:

http://www.vim.org/
https://www.visualstudio.com/en-us/
products/visual-studio-community-vs.aspx
http://www.sublimetext.com/

re
https://ingquma.eu/projects/bokken
http://www.radare.org/r/
http://www.capstone-engine.org/
http://www.windbg.org/
https://msdn.microsoft.com/en-
us/library/windows/hardware/ftaallbs(v=vs.8a).aspx
http://www.gnu.org/ software/qdb/

http://lldb.llvm.org/

virtual ;
nttps://www.virtualbox.org/
nttp://bochs.sourceforge.net/
ttp://wiki.gemu.org/Main_Page

toals:
nttp://www.farmanager.com/
Nttp://www.hiew.ru/
nttp://conemu.github.io/
nttps://www.cygwin.com/




References - eVents

http://ctt.codegate.org/
https://ctt.Oops.sjtu.cn/
https://leqitbs.net/
http://ghostintheshellcode.com/
http://play.plaidctf.com/
https://ctf.dragonsector.pl/

http://uva.onlinejudge.org/

https://www.topcoder.com/community/
data-science/data-science-tutorials/

https://arena.topcoder.com/#/a/home

ttp://zenit.edu.sk/
nttps://www.ksp.sk/

http://people.ksp.sk/~acm/welcome.php



